
CASE STUDY

Enhancing Identity 
Security for CrashPlan 
with Breez



Client Overview


CrashPlan is a trusted provider of cyber-ready data resilience and governance. Renowned for its 
backup and recovery solutions for SaaS, servers, and endpoints, CrashPlan helps organizations protect 
critical data from loss, ensuring business continuity and compliance. To further strengthen its security 
posture, CrashPlan partnered with Breez Security to address complex identity-centric risks.

Objectives


Operating and protecting a robust, global Cloud and SaaS compute infrastructure, CrashPlan had a 
broad set of requirements to mitigate risks.

Insights into Identity Behaviors

With a growing number of users, applications, and cloud platforms, gaining comprehensive visibility into 
identity (human and non-human) activities was becoming increasingly difficult.


Mitigating Identity-Centric Risks

Operating in a complex multi-cloud, multi-IDP environment with a global workforce, CrashPlan wanted a 
solution that would identify risky human and non-human identities and overprivileged/unused roles/
accounts.


Detecting and Responding to Identity Attacks

In addition to minimizing the attack vector, CrashPlan wanted to be sure they could detect credential 
compromise, unauthorized access, and privilege misuse in a timely manner.


Operational Efficiency

Limited resources made it crucial to have an automated and agentless solution that could integrate 
seamlessly with existing workflows and to provide automated remediation capabilities.
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“Integrating Breez 
Security’s ITDR platform 
has been a game-
changer for CrashPlan. 
Their identity-centric 
approach, enhanced  
by behavioral identity 
telemetry, has 
significantly 
strengthened our 
security posture.” 
— 
Todd Thorsen 
CISO, CrashPlan



Solution


CrashPlan integrated Breez Security’s identity-centric detection, investigation, and response platform. 
The collaboration delivered immediate value by providing:

Real-Time Identity 
Intelligence

Proactive  
Threat Detection

Automated  
Investigations

Seamless  
Integration

Breez Security’s 
platform turns IDP, 
SaaS and Cloud logs 
into actionable 
identity telemetry, 
providing visibility 
into every action tied 
to human and  
non-human identities.

Advanced identity 
behavior analytics 
enables CrashPlan  
to identify anomalies, 
such as privilege 
misuse or lateral 
movement, before 
they escalate  
into incidents.

Breez Security’s AI-
driven investigations 
reduce response 
times from hours to 
minutes, enabling 
CrashPlan to contain 
threats rapidly.

The platform 
seamlessly integrated 
with CrashPlan’s 
multi-cloud, multi-IDP 
environment, and 
internal workflows, 
ensuring a unified 
approach to security.
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“By tracking and 

analyzing the activities 

of both human and  

non-human identities  

in real-time, we gain 

unparalleled visibility into 

all identity behaviors, 

allowing us to detect 

potential threats  

across IDPs, SaaS apps,  

and Clouds.” 

— 

Todd Thorsen 

CISO, CrashPlan



Implementation Highlight

Timeline. Breez Security’s agentless solution was deployed within minutes, with minimal  
disruption to operations

Customization. Tailored configurations to the Breez identity tracking and detection system ensured 
alignment with CrashPlan’s specific identity security requirements

Training. Breez Security provides ongoing training and support, empowering CrashPlan’s  
security operations team to leverage the platform effectively and to add new detection/response  
capabilities as new requirements arise.

  





Results


Partnering with Breez Security transformed CrashPlan’s approach to Identity, Cloud and SaaS security

Decreased Risks Across IDP, Cloud and SaaS. With continuous identity tracking and real-time, 
detection capabilities in place, CrashPlan has minimized the identity attack vector and risk profile of  
their entire global environment

Operational Efficiency. By automating key security functions, CrashPlan’s IAM and SOC teams  
could focus on strategic initiatives rather than manual operation work. Automated threat detection 
and AI-driven investigations reduced incident response times by 90%.

  



LEARN MORE 


To discover how Breez Security can enhance your organization’s  
identity security strategy visit www.breezsecurity.io
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“With advanced threat 

detection, efficiency 

gains, and robust 

compliance support, 

Breez has proven 

indispensable in 

safeguarding our 

environment.” 

— 

Todd Thorsen 

CISO, CrashPlan

http://www.breezsecurity.io

